BETTER SAFE THAN SORRY

PROTECT YOUR BUSINESS
WITH ADVANCED

SEBERISECURIINVASCIEUNCNSH

On average, a ransomware attack
occurs every 11 seconds

Since the Australian parliament introduced the Notifiable
Data Breach (NDBS) scheme in 2018, data breach reports o
have risen by a shocking %

PROTECTING YOUR BUSINESS HAS NEVER BEEN MORE IMPORTANT.

ALIGNED WITH THE BEST TO IMPROVE YOUR
BUSINESS GCYBER RESILIENCE.

Lucid IT Solutions are fully aligned with the Australian Cyber Security Centre’'s (ACSC) cyber
security framework for SMEs. This means you're working with a team of experts who live by the
Essential Eight guidelines.
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IT ALL STARTS WITH A STRATEGY.
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THE EVER-EVOLVING JOURNEY TO A
STRONG DEFENCE

Delivering the best cyber security solution isn't a ‘set it
and forget it’ solution. With cyber criminal activity evolving
at a rapid rate, your strategy needs to do the same.

First, we'll assess your current security posture.
Then, we'll develop a tailored strategy to optimise
your business security.

Once everything's deployed, it's we'll manage

and maintain, ensuring your defence systems
never let their guard down.

HOW WE CAN [HELP.

We will audit your cyber security &
*
CYBER COMPLIANCE $1 5 O O provide you with a comprehensive
AUDITING & REPORTING report. *Starting from price.

Depending on the outcome of your audit, we will provide

ESSENTIAL 8 you with a tailored onboarding strategy to ensure your
ALIGNMENT & STRATEGY business is compliant - costs will vary.
CYBER RISK REMEDIATION 50 CYBER RESILIENCE
& MAINTENANCE PER SEAT/MONTH

Upgrade your business to Resilience+ for $90 per seat/month

Resilience+ includes Extended Detection Response (XDR) & a 24/7 Security Operations Centre
(SOC). While Resilience+ is recommended for all businesses, it is mandatory for some insurances
- particularly industries with high risk profiles (for example, finance and healthcare).

LEARN HOW LUCID getlucid.it
CAN HELP YOU. hello@getlucid.it

CONTACT US TODAY e
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BECOME CYBER RESILIENT. HERE'S HOW.

Our expert Cyber Security Team take a simple & effective approach that focuses on

people, process & technology.
CYBER AWARENESS |CYBER POLICY & ENDPOINT APPLICATION
& EDUCATION RESPONSE PLANS PROTECTION WHITELISTING
— Award-winning, on-demand, | = Acceptable use policy Helps guard against: —>  Zero trust security/
engaging, interactive — Information security policy —  Viruses application whitelisting
browser-based training —  Privacy policy — Spam —>  Prevent install of
— 8xreduction in susceptibility | = BOYD policy — Unsafe attachments unauthorised and malicious
to social engineering — Disaster recovery policy —  Suspicious links software
attempts — Social Media Policy —  Phishing attacks — Track and control access
—  Simulated phishing attacks — Incident response plan —  Potentially unwanted to company data and
— Advanced reporting and —  Business Continuity plan applications applications
actionable metrics —  And more! — Unsafe websites — Mitigate the risk of data
theft
MICROSOFT DNS DARK WEB VULNERABILITY
INTUNE FILTERING SCANNING SCANNING

—  Enforce cyber controls in
Microsoft applications

— Secure company owned
devices

— Manage and secure BYOD
devices

— Manage company-owned
phones and tablets

—  Force data encryption

— Track devices

— Remote wipe data

—  Protect your users from
phishing, malware,
ransomware, and more
Web content filtering
Enforce Google SafeSearch

Detailed logging and reports

R AN

Off-site protection

— Identify credential
compromise threats with
the Dark Web

—  Credential protection and

monitoring

— Discover and report cyber
risks across all of your
network

—>  Proactive fortnightly
network scans

— Remediate vulnerabilities
before attackers have a

chance to exploit them

BUSINESS
CONTINVUITY

NEED MORE?

—  Abusiness continuity
solution that protects:

—> Servers

—  Files

— PCs

—  Microsoft E-mail

—>  Microsoft Teams

—  Microsoft SharePoint
—  And morel

Included in Resilience+

XDR & 24/7 SOC

— Extended detection and
response capabilities

—>  24x7 Security Operations
Centre

— Incident response services

—  Threat detection across
Office365, Azure, and AWS
footprints

—>  Monitor all user activities
across endpoints and cloud

systems to detect anomalies

— Root cause analysis
across all attack vector
and automated response
capabilities

—  Proactively detect
data breaches and

impersonation attacks

Additional Services

Password Management

—  No more remembering
passwords

— Manage all passwords from
the one place

—  Ensure employees practice
great password hygiene

—  Use unique passwords for
every account

—  Protect your sensitive data

—  Share passwords simply

and safely
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